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Inside this issue: 

H ow seriously do the delegates 
take the problem of tobacco 
smuggling? 

The former foreign trade minister of 
Colombia takes it very seriously. In a 
presentation yesterday, Carlos Ron-
deros explained how tobacco smuggling 
acts as a route for laundering narcotics 
dollars and thereby helps fund the 
FARC guerrilla organisation which is 
destabilising his country. (See p. 3.) 

Austin Rowan of the European Com-
mission described how RJ Reynolds ob-
structed investigation of a large-scale 
fraud in Europe by claiming the Swiss 
business secrecy law prevented them 
from providing information to trace a 
large seizure of contraband tobacco. 
(See p. 6.) 

The result is that Colombian Gover-
nors and the European Commission 
(and ten EU members states) have 
started racketeering actions against the 
big tobacco companies. Canada has 
filed a similar suit. 

Contrast this firm action with state-
ments by Bradley Buckles of the Bu-
reau of Alcohol, Tobacco and Firearms, 
who described the approach of US to-
bacco companies towards large-scale 
smuggling as ‘aggressive and respon-
sive’. 

The two views of the tobacco indus-
try’s role can’t both be right. Before 
going any further, delegates must de-
cide if they recognise tobacco compa-
nies as central to the problem, actively 
complicit in almost every aspect of the 
black market, or think they are merely 
well-meaning, legal suppliers, operating 
in a difficult environment. 

So, which is it?  
We will only know which view has 

prevailed when the communication 

from this meeting is complete and the 
basic shape of the FCTC provisions has 
emerged from the fog of words. 

If the language tackles the perverse 
incentives for tobacco companies to 
control and optimise the black market 
in their products, then we will be edg-
ing towards success. 

If, on the other hand, the commu-
niqué merely stresses good housekeep-
ing and the means with which to tackle 
rogue traders and safe havens, then the 
central point will have been missed. 

Drafting the illicit trade provisions of 
the FCTC carries great responsibilities. 
And these go beyond tobacco. One can-
not credibly wage war against terrorism 
while allowing major corporations, 
through complicity in cigarette smug-
gling, to act as conduits for the dirty 
money that sustains terrorism and or-
ganised crime. 

Drugs, terror and tobacco (and Philip Morris)Drugs, terror and tobacco (and Philip Morris)Drugs, terror and tobacco (and Philip Morris)Drugs, terror and tobacco (and Philip Morris) 

“How Philip Morris participates in 
money laundering” was one of the 

topics explored yesterday by former 
Colombian Trade Minister 

Carlos Ronderos in a presentation to 
delegates. 

Absolutely nothing in 
particular will be 

happening today at 
12:30 

at 
Dag Hammerskjöld 

Plaza. 
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Imagine if enforcement agencies could wave a wand 
over a pack of cigarettes and instantly know whether it 
had been legally imported, and if not, the full details of 
its origins and movements. 

Such a tool would allow rapid pinpointing of the 
exact place in the supply chain where cigarettes are 
diverted into illegal channels, which would give enforce-
ment agencies a potent weapon against smuggling. 

As it turns out, this tool already exists. In fact, dele-
gates have an opportunity to view a demonstration of 
the system at the UN Millennium Hotel, across from the 
ICITT venue. 

The system was developed by security specialists at 
SICPA, the world’s leading player in security inks for 
banknotes and other applications; it involves covert, 
unique identifiers on cigarette packs, cartons and mas-
ter cases. 

Coupled with hand-held readers, these encrypted 
identifiers — tiny patterns of light and dark squares 
that are invisible to the naked eye — provide a link to a 
database that keeps track of each step in the supply 
chain, from the date and time of production, the carton 
in which a pack was packaged, the distributor who 
bought the carton, the point at which duties were paid, 
etc. 

Unlike conventional tax stamps, these identifiers are 
extremely difficult to remove, tamper with or counter-
feit. And through their tie-in with a database, they can 
provide far more information than simply the declared 

final destination. 
Similar systems are already in use for some 

pharmaceutical products and luxury goods, where 
counterfeiting and the diversion of supply between 
markets is a problem. 

The price tag for applying such a system to the ciga-
rette trade? A penny or two per pack, which is easily 
recoverable through a levy on cigarette sales. 
 
Help needed from exportingHelp needed from exportingHelp needed from exportingHelp needed from exporting countries countries countries countries    
 

There is a catch: if tobacco companies refuse to co-
operate voluntarily with such a system, exporting coun-
tries would need to require its use by law. Fortunately, 
a small number of countries account for most of the 
world’s cigarette exports, notably the United States, 
Japan, Britain and Germany. 

Thus, only a handful of countries are needed to get 
such a system up and running. But once it was set up, 
other nations that encounter smuggling problems 
would have a strong interest in joining. 

Of course, effective tracking and tracing of this type 
will only occur if major countries — notably the United 
States — recognise the need to control cigarette smug-
gling at source, i.e. big cigarette companies. 

Delegates who have not yet seen the SICPA demon-
stration still have an opportunity to do so this morning, 
from 8 a.m. onward, in the U Thant Room on the 
second floor of the UN Millennium Hotel. 

The technology exists — what about the political will? 

Taxation and level of smuggling
Country Price Level of smuggling
Spain 1.20 high 
Portugal 1.75 medium 
Greece 2.06 medium 
Italy 2.07 high 
Luxembourg 2.12 medium 
Netherlands 2.43 medium 
Austria 2.69 high 
Belgium 2.95 medium 
Germany 3.02 high 
France 3.38 low 
Finland 4.26 low
Ireland 4.27 low 
United Kingdom 4.35 low 
Denmark 4.55 low 
Sweden 4.97 low 
Norway 6.27 low

Prices in US$ 
1997

Most popular 
price category 
cigarettes

Source: Joossens & Raw Tob Control 1998;7:66-71

Is smuggling caused by tax differentials?Is smuggling caused by tax differentials?Is smuggling caused by tax differentials?Is smuggling caused by tax differentials?    

Yes and no, but mostly no. 
Many observers, often 

encouraged by the tobacco 
industry, mistakenly attribute 
smuggling to high tax rates 

and tax differentials between 
neighbouring countries.  

Consider then the situation in 
Europe in the mid-1990s: 
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Major cigarette companies have 
acted as key accomplices to money 
launderers for Colombian drug car-
tels, says Carlos Ronderos, who 
was Colombia’s Minister of Foreign 
Trade from 1996 to 1998. In doing 
so, they have helped perpetuate 
drug production and terrorist 
activity. 

Ronderos, now a professor in 
the International Trade and Busi-
ness Programme at the Universi-
dad del Rosario, spoke at yester-
day’s luncheon briefing, sponsored 
by the Framework Convention Alli-
ance. He explained how interna-
tional tobacco companies, particu-
larly Philip Morris, elbowed their 
way into the Colombian market — 
and teamed up with very shady 
characters to do so. 

The allegations form the core of 
a civil suit filed in US courts by 25 
Colombian Departments and the 
Colombian Federal District.  

Philip Morris is accused of an 
elaborate scheme in which US-
produced cigarettes were sold to 
distributors in various free-trade 
zones in the Caribbean, who in 
turn shipped the cigarettes illegally 
into Northern Colombia. 

The unique feature of the Co-
lombian suit is the link to money-
laundering: the US dollars that 
paid for the cigarettes allegedly 
came from the sale of illegal drugs 
in North America. 

The enormously wealthy Colom-
bian drug cartels — prominent 
‘bad guys’ in Hollywood 
mythology — have a peculiar bank-
ing problem: all their income 
comes in US dollars, but most of 
their expenses are in Colombian 
pesos. Banking laws make it diffi-
cult to repatriate the money to Co-
lombia. 

Money-laundering agents in the 
Caribbean fill the gap, Ronderos 
explained. They use ‘dirty’ US dol-
lars to purchase goods, particu-
larly tobacco and liquor, and ille-
gally funnel them into Colombia, 
where they are sold for pesos. 
Given the risks and difficulties of 

these operations, ‘dirty’ dollars 
trade at a substantial discount. 

According to the Colombian 
lawsuit, cigarette manufacturers 
knowingly participated in this 
laundering process, selling large 
shipments to distributors they 
knew were money-laundering 
agents. Elaborate invoicing and 
money-transfer systems were set 
up to make the process as difficult 
as possible for authorities to track. 

Ronderos pointed out that the 
US government has long insisted 
that Colombia has a responsibility 
to stop the supply of cocaine and 
heroin to North America. In return, 
the United States should be willing 
to crack down on the illegal supply 
of cigarettes into Colombia. 

To date, US courts have ruled 
that foreign governments can’t use 
the American justice system to re-
cover tobacco taxes evaded 
through smuggling. But the US 
Supreme Court is expected to hear 
an appeal in the coming months on 
whether this rule should remain in 
effect — and has asked the US gov-
ernment for its official position on 
the issue. 

Money Laundering and Cigarette Smuggling in Colombia 

Umbrella Operations 
 

The tobacco industry often uses the 
existence of a small legal or duty-free 
market to justify advertising campaigns 
which have the real purpose of stimulat-
ing demand for illegally imported ciga-
rettes. The result of these so-called 
“umbrella operations” in an number of 
countries is the existence of huge adver-
tising campaigns for brands that there 
are only small amounts of legal imports 
of. The following quote from a BAT 
document on India highlights the indus-
try’s dilemma:  

“The ‘Available in Duty Free’ cover 
for extensive media coverage needs 
to be very carefully used, as it can 
easily become antagonistic and will 
draw attention to the source of mar-
ket supply, which we would rather did 
not come under scrutiny. Legitimate 
imports through various hotel groups 
is defensible and provides another 
source of “cover” for our brand build-
ing plans, and a promotional plat-
form.” 
 
(A. O’Regan to ADG Pereira, “Trip Notes - 
India 29 Nov to 2 Dec 93”, December 
1993;  BAT Guildford Depository, Bates 
Number 500045755-58.) 

Drug Dealer Street Vendor

DRUGS

Money launderer:

Cigarette Distributor
Philip Morris

Smuggled
Cigarettes become 

Co. pesos
US DOLLARS

US 
DOLLARS

CIGARETTES

Pesos for  a 
new cycle
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Cuando las compañías quieren 
penetrar un mercado difícil de acce-
so, la industria tabacalera esta dis-
puesta a utilizar métodos ilícitos pa-
ra aumentar su parte del mercado.  
Esto está ilustrado en el juicio por 
contrabando entablado contra Philip 
Morris por los gobernadores de 25 
de los 32 departamentos de Colom-
bia más el distrito capital de Bogotá.  

Según los Gobernadores, las 
compañías mantenían un control en 
serie de todos los aspectos de la dis-
tribución ilegal de cigarrillos, desde 
la producción hasta la venta. 

Además, en el caso Colombiano, 
las compañías tabacaleras se han 
aprovechado de la presencia de altas 
sumas de dinero relacionadas con el 
trafico de narcóticos. Para repatriar 
a Colombia el dinero sucio prove-
niente de la venta de narcóticos Co-
lombianos en los Estados Unidos, se 
compraban cigarrillos en dólares y 
se vendían ilegalmente en pesos, lo 
que permitía evitar el control del flu-
jo monetario. 

Los alegatos en el caso de los go-
bernadores colombianos declaran: 
“Desde 1991, como mínimo, LOS DE-
MANDADOS PHILIP MORRIS vendían 
cigarrillos a individuos a quienes co-
nocían como presuntos contrabandis-
tas de drogas.”  

El Centro para la Integridad Pú-
blica reportó que: “Durante más de 
50 años, el principal distribuidor de 
Philip Morris en Latinoamérica fue la 
Mansur Free Zone Trading Company, 
N.V.… En agosto de 1994, los Esta-
dos Unidos encausaron a los primos 
Eric y Alex Mansur, junto con otras 
52 personas presuntamente involu-
cradas en una empresa de blanqueo 
masivo de dinero”. 

En lugar de terminar sus relacio-
nes con estos distribuidores Philip 
Morris simplemente decidió utilizar 
rutas de ventas más secretas de mo-
do que el contrabando y el blanqueo 
del dinero pudieran continuar en 
condiciones más favorables. 

Los alegatos en el caso Colombia-
no afirman que estas operaciones de 
contrabando fueron tan beneficiosas 

para Philip Morris que los contra-
bandistas recibieron condiciones fi-
nancieras particularmente favora-
bles. Estas condiciones permitieron 
efectuar el pago del contrabando en-
tregado en fechas posteriores a las 
que se habrían ofrecido a comer-
ciantes de cigarrillos legítimos. Con 
estos incentivos, el volumen de ciga-
rrillos contrabandeados que ingresa-
ba a Colombia se mantenía muy al-
to. 

Los alegatos colombianos captan 
una de las dificultades inherentes a 
la presentación de pruebas contra 
casos de contrabando de cigarrillos: 
la carencia de un registro de docu-
mentos completo. Las empresas han 
adoptado más precauciones sobre lo 
que consignan en papel, y Philip Mo-
rris y las demás tabacaleras esta-
dounidenses aparentemente han te-
nido más cautela que BAT para evi-
tar la divulgación innecesaria de do-
cumentos incriminantes. 

Los alegatos indican además 
que:“Los propios registros de PHILIP 
MORRIS muestran que en los años 
90, los DEMANDADOS PHILIP MO-
RRIS destruyeron registros, incluidos 
archivos de pedidos y corresponden-
cia relacionados con “Zeinal”, 
“Mansur Trading” y otros —todos 
ellos entidades que PHILIP MORRIS 
ha descrito abiertamente como sus 
clientes ‘libres de impuestos’”. 

Aun así quedaron varios docu-
mentos que implican tanto a Philip 
Morris como a BAT y RJ Reynolds 
en el contrabando de cigarrillos, in-
cluidos documentos que sirvieron de 
base para el juicio de los gobernado-
res colombianos, y muchos otros 
que se han revelado en informes an-
teriores.  

Mientras las compañías tengan 
incentivas estarán dispuestas a re-
currir a métodos ilícitos para au-
mentar  su parte del mercado.  Los 
gobiernos tienen que eliminar incen-
tivas que hacen que el contrabando 
sea lucrativo para las compañías. 
Será importante que las compañías 
tabacaleras tengan una responsabi-
lidad monetaria si sus productos no 
llegan a la destinación legal.   

Debido a la falta de cooperación 
que las compañías tabacaleras han 
ofrecido a los gobiernos en la detec-
ción del movimiento de cigarrillos se 
debería imponer que figure sobre el 
paquete de cigarrillos algún tipo de 
marca que permita identificar el tra-
yecto de los cigarrillos desde su ori-
gen hasta la destinación final. 
 
Fuentes 
Colombian Governors v. Philip 
Morris Companies, Inc. et al., U.S. 
District Court, Eastern Distr. Of New 
York, Docket No. 00 Civ. 2881 
(NGG), depuesta el 8 de noviembre 2000. 

Contrabando de cigarrillos en Latinoamérica: 
El Caso Colombiano 

The Competitive Pressure to Smuggle 
 
Once one company begins to smuggle cigarettes, there is intense competi-
tive pressure for other companies to smuggle, as this memo from Imperial 
Tobacco of Canada (a BAT subsidiary) makes clear:  
 
“As you are aware, smuggled cigarettes...represent nearly 30% of total sales 
in Canada, and the level is growing. Although we agreed to support the Fed-
eral government’s effort to reduce smuggling by limiting our exports to the U.
S.A., our competitors did not. Subsequently, we have decided to remove the 
limits on exports to regain our share of Canadian smokers. To do otherwise 
would place the long-term welfare of our trademarks in the home market at 
great risk. Until the smuggling issue is resolved, an increasing volume of our 
domestic sales in Canada will be exported, then smuggled back for sale 
here.” (D. Brown, Letter to U. Herter, 3 June 1993;  BAT Guildford Deposi-
tory, Bates No. 500028145-47.) 
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One refrain during Tuesday’s 
opening session was that a successful 
anti-smuggling regime must include 
measures that make it in the tobacco 
industry’s interest to prevent diver-
sion of its products into the black 
market. 

What kind of measures are we 
talking about? One approach is to 
require cigarette exporters to post a 
bond or pay a refundable tax that 
they would forfeit if exported ciga-
rettes fail to reach their legal destina-
tion.  

Tobacco companies say this won’t 
work. But don’t tell the Canadians 
that. They’ve already done it. 

In 1994, Canada imposed a re-
fundable export tax on exports ex-
ceeding what was deemed legitimate 
foreign demand — largely sales to Ca-
nadians living or travelling abroad. 
(Canadian smokers buy almost exclu-
sively local cigarettes, so foreign-
made product is not much of a con-
cern.) 

Last year, ahead of a string of 
large tobacco tax increases, the gov-
ernment decided to tax all exports, 

including supply to duty-free shops. 
Canada now imposes a tax of C

$15 (US$9.50) per 200 cigarettes on 
exports by a company up to 1.5 per-
cent of total annual production. Be-
yond 1.5 percent, which is a reason-
able allowance for legal exports, the 
tax jumps to C$35 (US$21) per 200 
cigarettes. The tax is refunded upon 
proof that applicable tobacco taxes 
have been paid in the country of des-
tination. 

The Canadian policy is significant 
in several respects. It is based on the 
insight that the tobacco industry it-
self is in the best position to prevent 
smuggling, but that it must be given 
strong incentives to do so. 

This is a different approach from 
most tracking, tracing and record-
keeping regimes that focus farther 
down the distribution chain. It also 
embodies a “good neighbour” princi-
ple that placing untaxed cigarettes in 
transit is an invitation to smuggle. 
Canada’s policy protects its own mar-
ket and those of other countries.  

The most important aspect of the 
export tax is that it is working well for 

Canada. Despite very large tax in-
creases in 2001-2002, Canadian ciga-
rette exports remain at reasonable 
levels with no sign that the tobacco 
companies are boosting exports to 
illusory markets. 

Canadian tax and health officials 
don’t claim their export tax is a pana-
cea. It only addresses one part of the 
problem. Moreover, it is not the only 
approach that could work. For exam-
ple, a bond could be used instead of a 
tax, or legal liability rules could be 
fashioned to help keep the tobacco 
industry honest. 

The Canadian government has 
done more to discourage smuggling 
by showing the tobacco industry that 
it is not above the law. The major 
manufacturers and their parent com-
panies have been sued, offices have 
been raided and top executives have 
been interrogated. 

The prospect that tobacco execu-
tives will serve time in prison, it 
seems, has also quieted the smug-
gling problem in Canada. 

Reversing the incentive to smuggle: an example from CanadaReversing the incentive to smuggle: an example from CanadaReversing the incentive to smuggle: an example from CanadaReversing the incentive to smuggle: an example from Canada 

In the early 1990s, RJR-Macdonald moved some of its production off-shore to pre-empt an expected export tax. 
That risky move is a key element of Canada’s lawsuit against the company under US anti-racketeering legislation. 
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Colombia, for exposing Philip 
Morris’ involvement in money-
laundering and therefore support 
of the drug cartels and terrorism. 

Orchid Award 

Dirty Ashtray Award 

The United Kingdom, for lecturing the rest 
of the world on how to deal with 
tobacco smuggling, whilst having 
the worst tobacco smuggling 
problem in the world and being 
domicile to the world’s biggest 
tobacco smuggler.  

An effective tracking and tracing 
system would make life easier for 
Austin Rowan. As Head of Opera-
tions, Task Group Cigarettes, for 
the European Union’s Anti-Fraud 
Office (OLAF), it’s Rowan’s job to 
untangle the paper trail of major 
cigarette fraud in Europe. 

In the opening session of 
the ICITT, Rowan shared with 
delegates a few key lessons 
from recent investigations. 

One memorable case in-
volved the MV Rana, a cargo 
vessel seized by Spain after it 
off-loaded eight trucks full of 
smuggled cigarettes supplied 
by the R.J. Reynolds Tobacco 
Company (RJR) in the United 
States.  

The key to the Rana inves-
tigation was finding a single 
master case number intact. 
Had the smugglers not forgot-
ten to tear off that number, as 
they had on every other case, 
enforcement officials would 
have had no way to trace the 
shipment. 

Another major case involved a 
consignment of Winston cigarettes 
shipped from the United States 
through Antwerp, purportedly en 
route to Mauritania. When the 
cigarettes were confiscated in Por-
tugal, Rowan asked RJR for infor-

mation on the shipment. 
RJR refused to co-operate, 

claiming that Swiss secrecy laws 
protected the information OLAF 
needed. Fortunately, US officials 
were able to provide the missing 
information and the case was 

solved. Instead of being a Swiss 
secret, as RJR claimed, it was 
information routinely collected 
by the U.S. government. 
Rowan’s stories illustrate four 
lessons: 
1. Current mechanisms for 
tracking and tracing are inade-
quate. 
2. Governments must have an 
independent ability to track 
and trace. The tobacco indus-
try cannot be trusted to help. 
3. Identifiers must be tamper-
proof and should be on each 
packet, not just the carton or 
case. 
4. Prosecuting major cigarette 
fraud requires a high degree of 
international co-operation, po-
litical will, and the resources to 
pursue the cases to the highest 
levels. 

Tracking and tracing: lessons from Europe 

According to shipment documents, this truck 
full of contraband cigarettes was supposedly 

transporting a load of toilet paper. 

Smuggling: Simply Another Distribution Channel 
 
Internal tobacco industry documents show that the 
tobacco industry maintains strict control over the 
smuggled market. In the documents, the industry 
uses a variety of euphemisms to describe smuggling. 
 
Often the cigarettes are labelled as “DNP”, which 
stands for Duty Not Paid, compared to “DP”, which 
are normal Duty Paid cigarettes. As this excerpt from 
a BAT document concerning Colombia shows, the 
companies see the illegal market as simply another 
distribution channel: 
 
"Kent Super Lights...DNP product should be 
launched two weeks after the DP product has 
been launched.…Lucky Strike...withdraw from the 
DNP market the 20’s and 10’s versions.”  
 
(M. Waterfield, “Colombia Trip Notes,” February 23/24, 1994, 
File Note 9, March 1994, BAT Guildford Depository, Bates 
Number 503891624-27.) 


