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(AS OF 09 : 00 ON 15 MARCH 

2010 )

BREAKTHROUGH NEEDED ON 
TRACKING AND TRACING

INB-4 got off to a good start yesterday 
with Parties agreeing to start negotiations 
with discussion of Article 7 on tracking 
and tracing. And not to begin by staring at 
legal language on a screen but with 
presentation and discussion of the 
technical paper produced for the 
Secretariat by consultants at IBM. 

It would have been better to have had this 
type of conversation earlier in the 
negotiating process, at INB-3 or even 

INB-2. But it is very welcome indeed and 
offers the best chance possible of 
reaching agreement on this critical issue 
and then on the rest of the Protocol.

A detailed discussion of tracking and 
tracing and of the technical paper - with 
illustrations - appears on page 2 and 3 of 
this Bulletin. But FCA would argue that the 
following are essential elements of an 
effective system:

Photo: Andrew Kerr

FCA representatives from WHO’s six regions remember the more than 47.5 million people who 
have succumbed to the deadly effects of tobacco since the first working group for the FCTC 
opened at 9 am on 29 October 1999. Dr Douglas Bettcher, of the WHO Tobacco Free 
Initiative, emphasised that tobacco is claiming more than 5 million lives each year - more than 
HIV/AIDS, tuberculosis and malaria combined. A further 600,000 lives are lost due to 
second-hand smoke. Global annual consumption of cigarettes amounts to a staggering 5.8 
trillion sticks, he said, enough to form a chain circling the Earth 13,000 times.

DEATH CLOCK UNVEILED

Continued on page 6
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TRACKING & TRACING
After three INBs, and a lot of mutual incomprehension and 
square brackets, there may finally be light at the end of the 
tunnel over what tracking and tracing arrangements should 
appear in the Protocol.

The Secretariat has published an important new technical paper 
on tracking and tracing, based on advice by experts from IBM. 
Although it has come late in day, for the first time the 
negotiations on an illicit trade protocol can be informed by a 
serious attempt to describe a system that is technically feasible, 
that allows Parties to use technologies and arrangements that 
they already have in place, and that should not impose 
unreasonable burdens on low- and middle-income countries. 
This article illustrates some of the key concepts. 

Tracking and tracing covers a wide variety of systems generally 
used in logistical processes to determine the current and past 
locations, and other information, concerning property in transit. 
An effective system allows such information to be uploaded, 
retained and read in a standardised manner. An example of a 
common application of tracking and tracing is from shipping 
and delivery businesses such as UPS and FedEx. 

Parcel delivery companies and their customers can 
locate a package at all times during its delivery

In a system for tobacco products, some information would be 
provided in “unique, secure and non-removable” markings on 

product packaging, so that it can be read and understood by 
any appropriate law enforcement or customs officer in any 
country. Some other information (for example data about 
named individuals) would be accessible by law enforcement 
and customs officers in any country, using the information 
provided by the markings on the product to make a request for 
further information to a competent authority in the country of 
origin.

There are several technologies deployed in tracking and 
tracing/tax and revenue monitoring systems which are in 
various stages of development and standardisation. These 
include:

agreement  – cheap, easy to use, standardised, limited 
information, relatively insecure

Turkey  – somewhat more expensive, more information can be 
stored, more secure

lot of information and can be modified in transit, used in Kenya.

A one-dimensional bar code – recording country, manufacturer, article

Some of the information required for effective law enforcement 
could be included directly in marks on packaged tobacco 
products (for example, packs, cartons and master cases of 
cigarettes) and accessed through a secure website (“global 
information sharing point”).  This includes:

Other, more confidential information is contained in databases. 
Based on unique identification markings, the information could

Continued on page 3
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Unique codes are included (in invisible ink) on packs in a 

only be accessed by means of a link through a global information 
point, or direct Party to Party contact. The information could 
include:

destination, point of departure, consignee

The Secretariat paper recommends that information could be 
recorded using a bar code, data matrix or RFID system, or held 
on computers across the Parties, or some combination of both. 

matrix systems, the EU could use bar codes, and other Parties 
could rely on identifying numbers alone. It would be open to 
Parties to require manufacturers in their jurisdictions to use any 
technology they considered appropriate. 

In addition, the system would require every pack, carton and 
master case of cigarettes (and by extension other packaged 
tobacco products) to be marked with a printed serial number. 
The number would be human-readable, be unique to each pack 
and not predictable. There are international numbering systems 
that could be used, as set out in paragraphs 18 and 19 of the 
paper. The numbering systems would relate pack to carton to 
master case to (possibly) pallet. So, for example, reading a 
number on any pack would enable an investigator to obtain 
information about its related carton, master case and pallet. 
Serial number coding has a very low cost, is used on many 
consumer products (such as pharmaceuticals) and is easy to 
manage and use at global level.

The recommendation of a required serial number would allow 
sophisticated tax monitoring systems that can currently be used 
and read only in one country to develop so that they could be 
used by every Party without requiring a variety of code readers 
and related technologies to be held by front line law enforcement 
and customs officers. Of course, if they chose to do so, Parties 
could still agree to share readers and other technology that would 
allow them to read each others’ bar codes or RFID chips. 

A law enforcement or customs officer would be able to access all 
information relating to a particular package by entering the 

unique number into a global information focal point – a secure 
website. This would act as a “portal” that would use the unique 
number to route enquiries to the database(s) in the relevant 
country of origin. The global information-sharing point would 
return all information held in the bar code/data matrix/RFID chip 
and, on reasonable request, associated information held in the 
country of origin. 

Illustration of a code checking system

FCA strongly supports the establishment of an effective global 
tracking and tracing system for tobacco products. The technical 
paper should certainly form the basis for discussion at INB-4 
about how to use the Protocol to achieve this important result. 

Key principles we would wish to see in the Protocol include:

markets and those intended for export. A distinction would create 
a major loophole in the Protocol, which would be exploited by 
illicit traders

packaged tobacco products, including, for example, packaged 
hand-rolling tobacco. The Office of the Legal Counsel has 
commented (paragraphs 12-13 of the report of Drafting Group 1) 
that there is nothing in Article 15 of the FCTC to support a 
distinction between products for domestic use and products for 
export, or to support the exclusion of certain kinds of packages 
from the tracking and tracing regime

tracing systems should be specifically mentioned in the offences 
and penalties portion of the Protocol

information (see above) this should be possible either through an 
international focal point or through direct Party to Party contact

between Parties, to ensure the development, transfer and 
acquisition of improved technology, knowledge, skills, capacity 
and expertise, and to support training and capacity-building 
programmes where required

text referring to use of pack-level markings when technology 
allows is clearly redundant, in view of the clear findings of the 
technical paper

developments of the tracking and tracing system, to permit 
additional information to be added and to accommodate 
improvements in technology. We suggest that the Meeting of the 
Parties under the Protocol should, at its first session, establish a 
technical committee responsible for making recommendations 
on the further development and expansion of the system.

Luc Joosens, FCA
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La evidencia científica señala que el 
aumento de precios e impuestos al 

para disminuir el consumo de tabaco en 
las poblaciones, y que tiene su mayor 
efectividad en tres grupos sociales muy 
significativos: los jóvenes, los pobres y las 

1

Mientras tanto, el contrabando de 
cigarrillos pone en el mercado productos 
del tabaco más baratos, que aumentan y 
promueven el consumo. Esto hasta 

aliados como un argumento para 
desestimular el aumento de los precios 
de los productos del tabaco por parte de 
los gobiernos.

De allí que la estrategia de aumentar los 
precios de los productos de tabaco así 
como el combate al contrabando, son 
elementos centrales de  las políticas de 
control de tabaco, como ha  sido 
reconocido por los países ratificantes del 
Convenio Marco para el Control del 
Tabaco (OMS, 2003).2

Lo cual resalta la importancia de evaluar 
la magnitud y características, así como la 
necesidad de hacer un seguimiento, del 
problema del comercio ilícito del tabaco 
cuando se pretende implementar políticas 
efectivas de control del tabaco. 

En los últimos años, Uruguay ha 
implementado la mayoría de las 
disposiciones contenidas en el CMCT, 
incluido el aumento de los impuestos del 
tabaco.

Por dicho motivo, el equipo Económico 
del Centro de Investigación de la 
Epidemia de Tabaquismo de Uruguay 
(CIET), integrado por los economistas 
Ramos y Curti, decidió incluir la 
evaluación del problema del comercio 
ilícito del tabaco en su estudio de los 

problemas económicos del tabaco. Los 
datos surgen de una Encuesta Nacional 
de Prevalencia de Consumo de Tabaco, 
que abordó más de 5.300 hogares, entre 
2007 y 2008 en Uruguay.

Este estudio, constituyen la primera 
aproximación científica en Uruguay sobre 
el comercio ilícito del tabaco, 
independiente de la industria tabacalera. 
Históricamente, la industria tabacalera  ha 
señalado que el comercio ilícito del 
tabaco da cuenta del 30% del total del 
mercado .  

Del mismo surge que un  12% de los 
consumidores de tabaco consume 
cigarrillos de contrabando, los que dan 
cuenta del 15% del total de los cigarrillos 
del mercado e implica un 9% del gasto 
total en productos del tabaco. Datos 
emplican que Uruguay perdería US$16.2 
millones anualmente, debido al comercio 
ilícito del tabaco.

En los sectores de menor nivel 
socioeconómico el consumo de 

El precio promedio de los productos de 
tabaco de origen ilícito es 
significativamente más barato que el de 

los legales ($19,20 vs $46,8 pesos 
uruguayos)

Con respecto al consumo diario per 
cápita, los consumidores de productos 
ilegales consumen  más cantidad de 
cigarrillos diarios que los que consumen 
cigarrillos legales (20,8 vs 14,3). Lo cual 
está alineado con la evidencia 
internacional: a menor precio, mayor 
consumo.

Las marcas Milenio, ECO y 51, de origen 
Paraguayo, constituyen el 85% del 

consumo.

Con respecto a la distribución del 
consumo de productos ilegales por 
estrato socioeconómico es muy claro que 
son los estratos más bajos quienes 
consumen mayormente los productos 
ilegales (ver figura 1). El 70% de estos 
productos son consumidos por los 
fumadores del estrato socioeconómico 
más bajo. 

Con respecto a donde se adquieren los 
cigarrillos de contrabando, se observó 
que  el 50%  los adquiere en “almacenes 
de barrio”, que pueden ser formales o 
informales, un 18% a vendedores 
callejeros y un 18% en quioscos de 
golosinas y revistas. Más de 2/3 de los 
cigarrillos de contrabando se distribuyen 
a través de comercios que deberían estar 
controlados por las autoridades 
nacionales.

De los datos de este estudio surge 
claramente que el comercio ilícito del 
tabaco es un problema significativo, 
aunque de menor cuantía que la sugerida 
por la industria tabacalera y que el mismo 
afecta  principalmente a los grupos 
socioeconómicos más bajos. Que a su 

el punto de vista sanitario como 
económico.

1 La epidemia de tabaquismo. Los gobiernos y los 

aspectos económicos del control del tabaco. Banco 

http://www.paho.org/Spanish/DBI/pc577.htm

2 El Convenio Marco para el Control del Tabaco de la 

OMS. http://whqlibdoc.who.int/

publications/2003/9243591010.pdf

COMERCIO ILICITO DEL TABACO EN URUGUAY

Consumo medio diario según tipo de cigarrillo
% de consumeridores según 

cigarrillo por estrado

Figura 1. Distribución del consumo de 
contrabando por nivel socioeconómico
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ROMANIA BANS DUTY-FREE 
SALES OF TOBACCO PRODUCTS
A ban on duty-free sales of tobacco 
products is one of the issues on the table 
at INB-4. With negotiations ongoing, 
Romania is setting a good example for 
other Parties.

On 9 February 2010, the Order of the 
Minister of Public Finance no. 202, 
(published in the Romanian Official 
Journal on 12 February 2010) banned 
the sale of tobacco products in duty-free 
shops. This new national legal provision, 
that also extended to duty-free alcoholic 
beverages, is a move to crack down on 
illicit trade. 

Although it has been well documented 
that duty-free sales in Romania have 
contributed to illicit trade, it is impossible 
to know precisely the percentage of the 
illicit trade associated with the existence 

of duty-free. However, on 12 March 2010, 
the Financial Times, citing Romanian 
authorities, reported that tobacco trading 
related to duty-free shops “made up 
about 30 per cent of illegal sales”.

The order, published 12 February 2010, 
states: “Within 45 days from the coming 
into effect of the order, companies 
authorised to sell goods in duty-free 
shops must exhaust their stocks of 
distilled alcoholic beverages and tobacco 
products in authorised duty-free shops, 
so that these products will no longer be 
sold in duty-free shops after the 45-day 
deadline expires”. As of this date, the 
order also bans the transfer of alcoholic 
drinks and tobacco products between 
duty-free shops owned by the same 
economic operator.

As an EU Member State, Romania 

purchasing duty-free merchandise while 
travelling within the EU. Also, it is worth 
noting that Romania had previously 
banned duty-free sales at its land border 
with non-EU countries (Moldova, 
Ukraine, Serbia). This initial ban, which 
lasted for about six months, has now 
been made permanent. The new ban 
applies to airport duty-free shops in 
addition to duty-free shops at land 
borders.

Dr. Claudia Dima - Romania

Reference: http://www.mediafax.ro/english/
romania-to-ban-sale-of-alcoholic-drinks-

tobacco-in-duty-free-shops-within-45-days-
5526602

TOBACCO TRADING RELATED TO 
DUT Y-FREE SHOPS MADE UP ABOUT 

30 PER CENT OF ILLEGAL SALES.
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 DIRTY 
ASHTRAY 
AWARD

ORCHID 
AWARD
The negotiations began in a 
constructive and positive manner. 
Let’s stay committed to ensure they 
end the same way.

information to law enforcement and 
customs officers in their investigations – at 
least what is set out in draft Article 7.4. The 
data in the system must be controlled by 
governments, at the minimum by regular 
audits and inspections of the industry, with 
powerful sanctions if cheating is 
discovered, including potential loss of 
licences

enforcement and customs officers to use

as technology improves and becomes 
relatively cheaper, as agreement is reached 
between Parties 
on improved 
standards and 
systems, as the 
strengths and 
weaknesses of 
existing systems 
become apparent, and as the reality of illicit 
trade changes over time. This requires an 
agreed process of review and discussion 
between Parties

international standards

product intended for domestic 
consumption – excluded from the system - 
and product for export – included. Such a 
distinction would design an enormous 
loophole into the system, and would leave 
Parties which discover “domestic” product 
from another Party in their own market 
facing a lengthy and painful process of 
persuasion to get the offending 
manufacturer included in the tracking and 
tracing system

tobacco products and go down to pack 
level. The technical paper makes it quite 
clear that technology already exists to do 
this, and it should be used

industry – directly in the case of placing 
markings on products and providing data, 
and through tax or licence fees where 
governments have to spend money on 
administration and enforcement 

provide the technical assistance and 
training for low-income Parties to make the 
system work effectively. The system 
depends on effective operation across all 
Parties.

The system proposed by the technical 
paper is certainly not ideal. To some extent 
it is a political as well as a technical fix. In 
an ideal world, every Party would agree to 
use a single technology, readable by 
enforcement officers in the field using a 
single scanner or other device, returning 
instant and comprehensive information. 

But this is not practical in the real world. 
Systems already exist in a number of 
Parties, based on bar codes, on data 
matrix markings and even on sophisticated 
RFID chips. A way needs to be found to 
bring these various arrangements into an 
effective international tracking and tracing 
system that also offers Parties without 
existing arrangements a simple and rapid 
way to participate. The unique number 

proposed by the Secretariat is a serious 
attempt to achieve this result. It deserves 
serious and constructive engagement by 
every Party that is committed to achieving 
a good result at INB-4. 

We congratulate Parties on making such a 
constructive and rational start to these 
negotiations. But today’s discussion will be 
the real test. Any Parties that simply try to 
nitpick over the technical paper, or try to 
build damaging loopholes into the system, 
or try unreasonably to restrict its scope, or 
try to score points off other Parties by 
exalting their arrangements at others’ 
expense, will deserve and we hope receive 
the harshest criticism. Parties that engage 
constructively will give the world the best 
chance it has yet had to fight the misery 
caused by the illicit trade in tobacco. 

THERE MUST BE NO DISTINCTION 
BETWEEN PRODUCT INTENDED FOR 

DOMESTIC CONSUMPTION AND 
PRODUCT FOR EXPORT

Continued from page 1


